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“Featurespace’s Al has become a silent
sentinel at the heart of the online

banking, e-commerce and insurance

industries... changing the way fraud is
detected online.”

Paul Marks, BBC Future
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Atlanta Cambridge

FOUNDED-2008

A NEW WAY TO FIGHT FRAUD
Featurespace’s world leading
Adaptive Behavioral Analytics focuses on

understanding customer behavior at a granular level
— so fraudulent behaviour stands out

30 YEARS OF RESEARCH
Prof. Bill Fitzgerald and David Excell
Inventors of Adaptive Behavioral Analytics

Working with
17 major banks globally

including 4 of the 5
leading banks in the U.K.

120 MILLION

consumers protected from fraud
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BEST
ANTI-FRAUD
DEVELOPMENT
Capital One U.K.s use of TSYS Foresight Scores™ with

Featurespace named ‘Best Security or Anti-Fraud
Development’ at The Cards & Payments Awards 2018

Best performing models in all
areas of fraud having

won every PoC wehave
entered (12 in 2018)

LATEST AWARDS

prg

FinTech

ADVANCE AWARDS
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The S
Card &
Pag}msgss Industry Achievement Award

OVER 50 BILLION
events processed per year
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Criminals Don’t Follow Rules

Should You?



ARIC Fraud Hub | Rules-Based Fraud Prevention

The main fraud prevention solutions available today show significant differences regarding their performance.
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Rules-Based Fraud Prevention

Performance drops drastically as fraudsters change
their MO

High maintenance costs

Difficult to manage due to the number of rules required
and their complexity

Cannot prevent new types of fraud



ARIC Fraud Hub | Traditional “Machine Learning” vs Adaptive Behavioral Analytics

The main fraud prevention solutions available today show significant differences regarding their performance.

Model Performance (%)
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Traditional “Machine Learning” Fraud Prevention

= Frequent retunes needed

= Done quarterly or even yearly

= Model performance may drop dramatically
between retunes

= Cannot react quickly to fraud attacks that happen
shortly after retune

Featurespace Adaptive Behavioral Analytics

Self-learning models
No manual retuning required
Truly adaptive
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ARIC™ Fraud Hub
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Adaptive Behavioural Profiling

Number of False Positives Using Adaptive Behavioural Analytics in Real-Time
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ARIC™MFraud Hub

Device Fingerprint
Desktop/mobile,0S,
Browser, etc

Transactional Data
Card and Merchant

payment data

Behavioural Data

Navigation,
Person-to-person,
Device interaction

@ Input data
@ Threats
() Product features
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Merchant

Compromise
Alert

fbo Analytics %
@ Configuration Go.

Case
Managemen
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Sandbox

Reports
Manager

Rules

Account o \oo,
Takeover % Network \4}'
&), Analysis 2>
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€haviour?

Application
Fraud

Bot/Malware
detection

Business

Online
3D Secure, eWallets,
digital services

Anomalous
In-Session

Behaviour

Point of Sale
Mag stripe,
Chip or Token

ransactiona

Fraud

Location
Geo-location, Shipping,
Billing and Bank address
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Key Features | Behavioral Biometrics

Session Behavior
A sample abnormal session presented in the ARIC Ul

Detect new fraud and specific attacks in real time with machine

learning E Unusual USI.Ela| Unusual E
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= Self-learns, building a comprehensive digital finger print i E

=  Automatically detects and stops new fraud types i
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=  Non-intrusive technology : —— ;
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=  Works cross-platform and server side without relying on ; - ]

JavaScript | - ;
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Behavioral data from websites and mobile apps are collected to ; — :

detect attacks such as Malware, Man-In-The-Middle, Account Unusual Usual Unusual |

Takeover and Phishing Attacks - all in real time i (i.e bot) (i.e bot)
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