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WHAT IS AD FRAUD?




bots load webpages and
cause ads to load — ad fraud

(
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ad fraud
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. Real billboards ... vs digital .

In the physical world, there’s
only so many billboards you
can stick by the highway.

In the virtual world, unlimited
sites can create unlimited ads

(digital billboards)
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. Humans’ usage plateaued

—e—U.S. Digital Ad Spend (Source: |IAB)
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. Three-step process for ad fra

3. sell
FAKE ADS

2. buy
FAKE TRAFFIC

1. set up

B2 DIRECTV.

‘v2999 =

See my emails with one of their sales reps:
First | get accounts for various sources of traffi
fraudulent traffic detection vendor, along with cc

Shailin Dhar <adtechexpert@gmal com>
Awesome Y'uno—

wont be ready o run traffic until early next week.

landscapes for each fiter?

=

AS - $0.007-0.012
Forensiq — $0.006-0.012
Pixalate - $0.004-0.012
Double Verify - $0.007-
MOAT - $0.007-50.01
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ebay.co.uk

drudgerepart.com

App: The Weather Channed: Forecast, Radar & Alerts (i0S)
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thesaurus.com
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946,783,800
898,917,300

890,426,300

479,199,500
471,349,300
471,194,100
462.230,600
457,108,400
454,679,100
447,622,700
395,372,400
380.852.000
373.749.000
348222 600

341,057,600
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Detection Tag Blocking— analytics BUZZFOGONENS /B0 Sutens Vo Ot Ty dot e
Newsweek Media Group Websntes |

tags/fraud detection tags are accidentally Ran Malicious Code That Experts
blocked or maliciously stripped out Say Is Used To Commit Ad Fraud

Quantable

Analytics, Architecture & Optimization

A analytics How Many Users Block Google Analytics, Measured in

How Many Users Block Google Analytics, Measured
in Google Analytics

{blecking levels down s

{blocking levels a little higher)

There's now a significant number of users that use ad-blockers, estimated at

Joout I e k) and ek rmbar grew quackdy o “malicious code manipulated data to

2015. Extensions like AdBlock Plus, NoScript, and Ghostery are incredibly

popular (#1, #4, and #6 amongst the t X 2 ). and for . .
good reasons. The ad-blocking "war” has been a very hot topic of conversion, e n Su re th at Oth e rWI Se U nVI ewa b I e a d S
so | wanted to take a lock at some of the collateral damage in that war —

Slocked naltis vackers showed up in measurement systems
Ad Blockers That Black Analytics as valid impressions, which resulted in

_ payment being made for the ad.” EMMA
erent sebockers out there on alot el different Source: Buzzfeed, March 2018
|ND|A
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Numerous traffic
S Nlave feasellQrs, e

& HitLeap ' AdtechShawn v

Real Human Traffic Services | Our Experts Will Do The Job | fiverr.com
www fiverr.com/Top/Freelancers v
vices For The Lean Entrepreneur. Millions of Gigs®. Money-Back
Selers. Professional sellers Unbeatable value Se

Marketing, Website Building. W v--;',‘.'ar- ation, Video Eding. Graphic Design. Branding

Buy 50,000 Visitors For 7 USD | Targeted Countries, 100% Real

www alexamasternet/ v

Discount expires soon. Available unlimited traffic. No bota. 100% real traffic. Order Online. Modern
mterface. Services: Advertising. Video Promotion, SEO

Buy Now - Register Free - Traffic Stats  Contact Us

Buy Human Traffic | Buy High Quality Traffic Here
ED www.smartyads.com/Buy_traffic *

Smart targeting and detalled reports. Multi-channel advertising mad

10s - 20s

Retargeting. Precise audience target. 100% Brand Safety. Programm X

novation & Leadership. Tallor-Made Service. Types: Mobile Advert AS - Sow7 0012

Web Traffic Packages - 100% Real Human Traffic g X
htps./j utmamemafﬂcnv web-traffic-packages/ ¥ 'Ofl'ns'q ' SO w’ 0012

Buy Web Traffic | Choose from 400+ Niches on 60+ Countries [ C

B B o Pixalate - $0.004-0.012

TARGETED 10,000 real human visitors to your we

!;’tf,*;:-:..ea‘_ei_.o'n T:!“i\._ T{.R:('S'E'TED1OCCC real-ht DOUb]c Vl‘flfy Som? 001

ng.-9-20 otes - 55.00

«100% Real human traffic from our long-standing advertising plarf

Is & possible to buy viszors from Russian Federation? MMT Sow7 50012

unlimited TARGETED real human Website TRAFF

https://www.seoclerk.com/Traffic/.../unlimited-TARGETED-real
ok deok Rat 1 otes - $27.00 - In stock

i et o RN | MMA
> WebTrafficGeeks.org: Buy Website Traffic = Targete for h lgh e r p rlces J 5 B I M PACT
https://webtrafficgeeks org/ v . . INDIA

Buy Site Traffic ¢ Highest Quality of Visitors ¢ 130+ Niches & 40+ Countries to ... will be Best service
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HOW BIG IS AD FRAUD?




. ‘Largest ever”

\V7=%-Y%

2016
“Methbot, steals $2 billion
annualized; and it avoided
detection for years.”

Targeted video ad inventory
$13 average CPM, 10X higher
than display ads

Disguised as residential

bots pretended to be from
residential IP addresses

Source: Dov 2016 WhiteOps Discloses Methbot
Research

2017

“Hyphbot, targeted video
ad inventory avoided
detection.”

* active through at least 14
different exchanges and SSPs

* generating up to 1.5 billion
requests per day

* generated fake traffic on
more than 34,000 different
domains, 600k IP addresses

Source: Adform, Nov 2017

2018

“3V@, 3+ billion daily ad bid
requests made 3ve an
extremely large ad fraud
operation.”

« controlled over 1 million IPs from
both residential malware infections
and corporate IP spaces

Operaton wemenary

3b+

Cady tad reguests. Compromaed Ps

60k+ 10k+

Accosts wing od rveetory  Webaes counterteded

Source: WhiteOps, Nov 2018

bothets every

2019

* 8 apps, more than 2 billion
downloads

* Ad fraud in background, click
flooding, stealing info

CHEATE, |

These Hugely Popular Android Apps
Have Been Committing Ad Fraud
Behind Users’ Backs

Source: Buzzfeed News

2020

“IceBucket, the Largest Ever
Connected TV Bot Attack”

“the bot operation impersonated
more than 2 million people in over
30 countries, generating 2 billion
impressions, targeting high value
CTV inventory (520-530 CPM)”

More than 1,000 different user-
agents

More than 300 different applDs
At least 2 million spoofed IP
addresses

About 1,700 SSAIl server IPs
located in 9 countries

Source: WhiteOps, April 2020

| MMA
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2020 Mar 2020
aprio”Monarch”

Mar 2021 Apr 2021

Apr 2020
“SneakyTerra” “pgreto”

“IceBucket” Sep 2020 Apr 2021

BuzzFeed News

REPORTING T0 YOU

ABOUTUS GOTATIP? SUPPORTUS BUZZFEED.COM SECTIONS v

Coronavirus  ClimateChange  PleaselikeMe  Nevada Caucuses

t Scheme Running on Roku
ss of CTV

TeCH
I political groups were duped,

Ad Fraudsters Exploited Grindr In A
Scheme Targeting Roku Apps

‘The scheme, dubbed “DiCaprio,” shows how common ad fraud has become in the

@ PrEMIUM

connected TV industry.

s,‘ Craig Silverman

aud listed Monarch Ads as one of their monetization
riners.

lustration: Trent Joaquin: Sources: Roku, Gef

transparency or standardization.
, so the margins are higher for
t the past three weeks, Grindr, the popular gay dating app, has t
by the Norwegian Consumer Council for exposing users’ personal information,
k as a result of that investigation, and alleged

(59%) of CTV programmatic

ad netw
to have been the way a Michigan hairstylist met'the man who brutally murdered

him.
It the center of an ad fraud scheme that likely

Adding to those concerns is new research showing that the company’s Android app ko) advertisers upwards of seven figures,

[ T T

Marketers were led to believe thei

Pixalate.

ads appeared against brand-safe content

CTV ad fraud

» could be

nuary, a bot network scheme called
sonated more than 2 million people
9 billion ad requests — or 28% of total

“MultiTerra” pec 2020

“StreamScamijyp 2021 wesor

Q =

AdAge

fown hall Brands react to inauguration

rad fraud
me targets
lium publishers

r 17,2020,

ic platforms for conn

Marketing Div

blog post shared by White Ops with
The cybersecurity and ad verification
firm claims it is the biggest CTV ad fraud operation in

1d scheme targeting premium publishers
TVs (CTV) and mobile has been
DoubleVerify, an ad fraud analytics

company. The botnet, called MultiTerra, was stealing
roughly s1 million per month from publishers by
spoofing their ad inventory.

Walgreens tc

»

MADE $14.5 MILLION WITH'NO
NT AND THE ADS WERE SERVED

e of the worst fraud cases yet in booming online

Ppopping up. Credit: iStock

IIP arr o tTe r r aV’A,d Fraud Scheme, SneakTerra,

Discovered

by Wayne Friedman, Marc

pvers Largest CTV Ad Fraud

Bbruary 3rd, 2021 - 4:34 pm

scheme has hit servers in recent weeks -- the second

ar -- with a estimated advertising cost of $5 million

to DoubleVerify.

tTerra scheme discovered in February by

ed to have cost a much greater $30 million to $50

Epoofing some 3.7 million devices,

s and devices, spoofing 3.7 million devices and 2.7 million IP

B current SneakyTerra hack purchases real

leakyTerra inserts impression trackers from multiple

t and ads into a single video stream to enable seamless from an ad server. When an actual CTV platform
request, all impression trackers respond, generating

& Roku, Apple TV and Fire TV.

on Android
es Hacked By
sters To

1 Smart TV

Dctobot”

HICH-50

BER SECURITY

\n Unprecedented
Fraud Scheme With
entacles, Warns

—
raud schemes targeting CTV devices
If are in fact part of one large,
family, identified as OctoBot.

al media measurement, data and

hing called DV Uncovers Long-Game
authors write, “With the identification
n now confirm that these schemes
ly;they are part of a “family” of

mes operating under “OctoBot,” a

that first became active in November

ly tricked advertisers into paying for ads that were never

ched together before it's delivered and there’s no
's on the other side of the ad request,” said Jack Smith,
r in charge of demand solutions.

bout a month ago and has since blocked the fraudulent

e compromised, Smith said

MMA

The connected TV industry is trying to shut down what is being characterized
as one of the biggest examples of ad fraud in the space; a scheme that led to

414 5 million.in.

INDIA

It was, however, the largest SSAI scheme since “StreamScam” in December, which spoofed
more than 28.8 million US household IP addresses, including approximately 3,600 apps and
3,400 unique CTV device models. Oracle’s Moat identified and shut down that particular scam,

which cost advertisers and publishers $14.5 million
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. Limitless fake sites and apps

Fake sites/apps that got through

When auditing, we see fake sites/apps that got through despite IVT tech

Fake sites

1221e236c3f8703.com
62b70ac32d4614b.com
a6f845e6c37b2833148.com
da60995df247712.com
d869381a42af33b.com
alblea8f418ca02adde.com
1de10ecf04779.com
2c0dad36bdbeb859f0.com
a6be07586bcda7.com
fe95a992e6afb.com
42eed1a0d9c129.com
da6fdal1b2bOba.com
afa9bdfab3bf7.com
739c49a8c68917.com
baa2e174884c9c0460e.com
d602196786e42d.com
153105¢2f9564.com
8761f9f83613.com
20a840a14a0ef7d6.com
31a5610ce3a8a2.com
5726303d87522d05.com
3ac901bf5793b0fccff.com
b014381c95ch.com
2137dc12f9d8.com

Fake sites

06f09b1008ae993a5a.com
fofd396918c60838.com
97ff623306ff4c26996.com
bif6feSe3f0c3c8bab.com
23205523023daeab.com
6068al17eed25.com
bi1fe8a95ae27823.com
f4906b7c15ba.com
eac0823ca%4e3c07.com
1f7de8569ea97f0614.com
21c9a53484951.com
24ad89fc2690ed9369.com
efd3b86a5fbddda.com
34c2f22e9503ace.com
0926a687679d337e9d.com
6240194bef976cc.com
332e985c0ea917.com
022a19117f396e9.com
f8260adbf8558d6.com
9376ec23d50b1.com
pushedwebnews.com
a0675c1160de6c6.com
0fa61325bf56c3e1b9.com
850a54dbd2398a2.com

Fake apps

com.dxnxbgj.mkridgxviigaogw
com.obugniljhe.fptvzngwhmejm
com.bpo.ksuhpsdkgvbtisw
com.rlcznwgouw,wtexstbfttngc
com.kasbgf.sbzwtgpcbjexi
com.bprigbl.vbze
com.zka.lzhsoueilo
com.alxsavx.mizzucnlb
com.jxknvk.Irwfdfirdzpsw
com.tvwvgbt.wbshaguqy
com.iwnxtpahcu.leyuehdwdbb
com.okf,rhvemtykfibzpxj
com.obpmirzste.ldsjpv
com.zmm.shmxvjxnsagndui
com.ngzwr.leusrmpmsq
com.rced.zcdsglptpdiwpu
com.kerms.ehlsgnc
com.cmia.iabhheltm
com.skggynmtx.tyyinwpefvgtll
com.kgdtltnuv.hayvfhob
com.ztzsiqg.dyojlxdscxws
com.xlwuge.ddrdhsuosbn
com.rkrhmzee,wjcoznxu
com.ebhzb.hbzvomzpcctov)

Fake Apps for loading ads

Millions of fake or cloned apps, making money via ads

ESARMEENE S aam

BANSEGER. guy@an: i@ ORRAR
e nas BEOe GEIE@LIE m
e T - » -
casxasus; OO0 SHHEODAR
sEsasgug CHRAXESGREAS
YapEeses C(DOIEN 879
JPACAZEN O U LSBA.BBE
CA ITY ¥ .0 L0 s LrPEe
RESEXPESA 3 AeHOMAS
GRNSSORR chapEAsnEDD

GREIeOR®ERI YL L )

GEACEYAEAT
ol =TSO

SEGELNAEC RS EAS
BEBVEENBECLAGNRS
GHBCESARLOYIEESS
EENSEETLASEZaAELE S
REEGNeIAEEENs PP RE
FEEDVES R SN EEN
SEJiSGTIFRIESNERE
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SEHECHLNSHEN NS
GEESSETRC AR NG\l
fuSateSisEag~paq
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BuzzFeepneEws / e
VOLUME

BuzzFeed Quizzes Tasty More

@ TOT,

MONTHLY H2DIRECTS ‘ ! \

Myspace Looked Like It Was
Back. Actually, It Was A
Pawn In An Ad Fraud
‘r . Scheme
o In a sign of just how murky the world of digital ads has
' become, Myspace and GateHouse Media say they
don't know who earned money from a large number of

fraudulent video views that took place on their

a.k.a. “zero-click” “pop-under”

 “forced-view” “auto-nav’ @ oo ﬂ@ I I\J/Ivg:éT

TH
° Source: https://www.buzzfeed.com/craigsilverman/remember-tom R lNDIA
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. Ad fraud is more than just bog

bot detection bot detection severely
sees this misses all these under-reported

l Ad Stacking (o ‘ Pixel Stuffing
' ral ;;_-,,

1.3% + - 57%__ = 58%

Forced Redirects e Apps for loading ads

fake traffic other fraud MMA

. (bots) (sites/apps) IMPACT
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BRAND SAFETY
CONSIDERATIONS
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. Brand Safety Tech Works

Poorly ... o
THE WALL STREET JOURNAL Siaa

Pulitics Ecomormy  Susinkss  Tedh  Markets  Opino RewEstate  WS)Maganne Q)

poor detection S T e ey

Top Health Official Urges
Americans to Stay Home
° Dr. Anthooy Feuct, the federal
e l | n I n g governreass's Jeading weice ca = -

mainstream
sites

i -, | =
&he New Hork ("Ztmcs N —

Sy Masch 7, 20 . - TH
e
World US Moltics MY Beaness Opeior  Ject  Sclence el Spors Ars Bocka Shw food Trawd  Mageore ml._:nhmo
e
- Up: ‘Co - Opirvon ootumniets o Joe Biden's F o g
Leshkey Marvbl roads an essy An informed guice 10 the glotol \/ Somebaci snd the coronsvini York, WY <
PO | about breant cascar ard wisshis outbrese fht R NG INDIA
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Defunding real sites; funding
tazk@ned sites fake news / disinfo

marked “unsafe” not caught

> @ Notsscurs | slbamydeiynens com @ v

A domain ¥4 percent unsafe - ¥ percent safe

vice.com 51.7% 48.3%

hannity.com 392% 608% e | erpatedmontconamscom & & H
f

euronews.com 34.6% 65.2% ! -

washingtontimes.com 31.0% 69.0%

nytimes.com 30.3% 67.8%

townhall.com 30.3% 69.7%

wsj.com 30.2% 69.8%

cosmopolitan.com 21.5% 76.9%

economist.com 21.4% 78.6%

Albany Students C

popularmechanics.com 19.9% 78.4%
u,...,s‘ Edmontonians Giving Less to Charity
esquire.com 19.6% 78.9% ﬂ ""‘*'"" - ekics oot you <art ik o Usouglouet the e ta ke
thee €. From CIrCer IAarentss 1o fooe banis and

theatlantic.com 19.1% 78.1%  — Anazon in Alseta: Fulfillment Contrea Cruste Hundreds

of New Jobs

- mE MMA
Source: adalytics.io | ai,,m,,m /‘:) IMPACT

I
https://www.buzzfeednews.com/article/craigsilverman/f |ND|A
ake-local-news-sites-albany-edmonton EDITI
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WHAT TO DO?




Website URL CTR (%)

emedicalhealth.com 100.0%
telepresencestore.com 100.0%

I Ots Of surgeryloan.com 100.0%
o060 21centuryoncology.com 100.0%
wwl.ginedis.com 100.0%
bettereducationknowledge.coi 100.0%

°
I k b t t pudmed.org 100.0%
C I C S u n O telepresenceconference.com 100.0%
directory.wfaa.com 100.0%
texasurologycenter.com 100.0%

f h echorockmedia.com 100.0%
rO I I I u I I Ia n S healthtestreturn.com 100.0%
15tk.com 100.0%
funcookies.com 100.0%

(9 : healthycurls.net 100.0%

9 l4 /O avg C I I C k ra te bedwettingtreatments.info 100.0%
demandproductknowledge.co 100.0%

bestsearchonearth.com 100.0%

valleyroboticsurgery.com 100.0% :©>
adsdindia.net 100.0% /I

search.flipora.com 100.0% EDITION
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. As for more detailed reportin

Apr 04 Apr 05 Apr 06 Apr 07 Apr 08 Apr 09 Apr 10 Apr 11

h lv detail
our y Eta| S Mar 16 Mar 17 Mar 18 Mar 19 Mar 20 Mar 21 Mar 22 Mar 23 Mar 24 Mar 25

R P P P

836 different domains 889 different domains

10.00%
9.00%

domain-level reach analysis

6.00%

5.00%

4.00%

- 3.00% -

175 domains 2 00% 182 domains

1.00%

0.00% MMA
/@ e
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